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The
European Security Round Table ESRT

welcomes you in cooperation with the

Ministry of Defence, Estonia
to the

European Cyber Security Conference

Shared Threats — Shared Solutions:
Towards a European Cyber Security Policy

Tuesday, 14 June 2011

9:00h — 18:00h

Charlemagne Building

Rue de la Loi 170, B-1000, Brussels

Room Jean Durieux

This conference is realised in cooperation with:
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European Cyber Security Conference
Shared Threats — Shared Solutions: Towards a European Cyber Security Policy

08:45 - 09:30

09:30 — 09:35

09:35 - 10:00

10:00 — 10:30

10:30 —12:00

12:00 — 12:30

Our registration desk opens at 8:45. After this, we welcome you to enjoy a
small breakfast of coffee and croissants

Welcoming
Christoph Raab, Director, European Security Round Table (ESRT)

Welcoming Remarks & Opening Keynote:
Mart Laar, Minister of Defence, Republic of Estonia

European Keynote:

Cecilia Malmstrom, Member of the European Commission for Home Affairs

EU Policy on Cyber Security & Cyber Crime - Priorities in the Internal Security Strategy
- followed by Q & A -

Panel Sessions |

Panel Discussion - Cyber Security - the Case for European and International
Coordination

Introduction:

Richard Wright, Director Conflict Prevention and Security Policy, European External
Action Service

Speakers:

Gabor Iklédy, Assistant Secretary General, NATO
Oliver Riiss, Advisor to the European Counter Terrorism Coordinator

Mike St John-Green, Deputy Director, Office of Cyber Security and Information
Assurance, Cabinet Office, United Kingdom

Erik Windmar, Cabinet Cecilia Malmstrom, European Commission

Chair: Christian Jechoutek, Assistant Director, Capabilities Department, Europol

NATO Keynote:

Lt. Gen. Kurt Herrmann, Director NATO Communication and Information Systems
Services Agency, NCSA

“Operationalisation of NATO’s Cyber Defence Policy”
- followed by Q & A -

12:30 - 13:45  Buffet Lunch
Demonstration: Cyber Security Exercise
13:45-14:20 by SRA, by Jon Noetzel, Colonel, USAF (Ret.)

- followed by Q & A -
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ENISA Keynote:

Prof. Udo Helmbrecht, Director ENISA
14:20 — 14:40 _ _ _
“ENISA - Securing Europe's Information Society”

- followed by Q & A -

14:40 — 15:00 Industrial Keynote: Hervé Guillou, CEO Cassidian Systems, Cassidian

Panel Sessions Il

Panel Discussion - Cyber Security and Critical Information Infrastructure
Protection (CIIP)

Introduction:
Andreas Kdénen, Head of Division, Federal Office for Information Security (BSI), Germany

Speakers:
15:00 - 16:15  Ropert G. Bell, Senior Civilian Representative of the Secretary of Defence, Europe and
Defense Advisor (DEFAD) to the US Ambassador to NATO
Christian Ehler MEP, Rapporteur for ENISA, European Parliament
Antti limari Peltoméki, Deputy Director General, DG INFSO, European Commission

Brigadier General Jon Mullin, Capabilities Director, EDA

Chair: Luigi Rebuffi, CEO, European Organisation for Security EOS

16:15 - 16:45 Coffee Break

Conversation Session

Moderated Discussion
Strong Partnerships between Governments and Private Sector — a Way to Foster
Security in Cyberspace

Speakers:
16:45-17:45 Mario Campolargo, Director Emerging Technologies & Infrastructures, DG INFSO
Julio Martinez Meroino, Member of Cabinet, Secretary of State, Ministry of Interior, Spain

Sean O'Brien, Vice President (Global) Public Safety & Security SAP
Heli Tiirmaa-Klaar, Cyber Defence Policy Advisor at NATO

Chair: Luigi Rebuffi, CEO, European Organisation for Security EOS

Concluding Remarks - Venues for Solutions and the Way Ahead

17:45 —18:00

Ambassador Jiiri Luik, Permanent Representative of Estonia to NATO.

We welcome you to the reception at Charlemagne Building’s Salon Bordeaux
directly following the conference
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Wednesday, 15 June 2011, 09:00h — 11:30h

Expert Meeting: National Cyber Crime Stakeholders

- on separate invitation only -

Kindly hosted by the Permanent Representation of Estonia to the EU
Rue Guimard 11/13, 1040, Brussels

Briefing by National Cyber Crime Experts
Presentations by National Cyber Crime Experts

¢ Estonia: Estonian Forensic Science Institute
* lIreland: Centre for Cybercrime Investigation, UCD School of Computer Sci-
ence and Informatics

¢ Belgium: Belgian Cybercrime Centre of Excellence for Training, Research
and Education

¢ Netherlands: National Forensic Institute

09:00 - 10:00

Discussion on:

« Political messages delivered at conference 14 June
10:00 - 11:00 « Harmonization of digital evidence collection methods (cross-border cases)
* CIIP: How to work together concretely (EU CERTSs/Interoperability of sys-
tems)




